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Abstract

Non-adaptive and adaptive algorithms are used for edge based LSB steganography and
various papers present the results of there algorithms on gray-scale images only. This
paper presents the results of analyzing the performance of non-adaptive and adaptive
edge-based LSB steganography for colored images. Both these algorithms have been
slightly modified for colored image implementation and are compared on the basis of
various evaluation parameters like peak signal noise ratio (PSNR) and mean square error
(MSE). Besides this, an algorithm has been designed and implemented to recover the
original image from the stego-image.

Keywords: Adaptive least-significant-bit (LSB) substitution, pixel-value differencing

(PVD), steganography, data embedding, data extraction.

1. Introduction
Digital data communication is an essential part of everyone’s life. Data communications
have some problems such as internet security, copyright protection [1] [2] etc. To avoid

these problems, cryptography is one of the methods. However, encryption results in a
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disordered and confusing message and can attract eavesdroppers easily. Steganography
methods [3]-[8] overcome this problem by hiding the secret information behind a cover
media (video, audio or image) because the presence of information can not be noticed by
any attacker. The least significant bit (LSB) substitution is a well known steganography
method [9]-[11]. In this method, the secret data is embedded in the cover image by
utilising LSB’s of a pixel [12]. Wang et al. proposed a method of LSB substitution to
improve the security and quality of the stego-image [13]. Various new LSB approaches
have been proposed and some of these approaches use concept of human vision to
increase the quality of stego-image. A “pixel value differencing” steganography method
is proposed by Wu and Tsai in 2003, that uses the difference value of two consecutive
pixels to find how many secret bits should be embedded [14]. In 2005, Wu et al.
proposed the pixel value differencing (PVD) and LSB replacement method [15]. In this
method, the two pixel values are embedded by LSB replacement method and PVD
methods, if their difference value falls into lower level and higher level respectively. If
the difference value of the two pixel changes from lower level to higher level then
readjustment of the two pixel values is required. Due to readjustment, the difference
value comes back to lower level. In 2008, Yang et al. proposed an adaptive LSB
steganographic method using pixel value differencing (PVD) for hiding data in gray
images [16]. Their method exploits the difference value of two consecutive pixels to
estimate how many secret bits will be embedded into two pixels. The pixel located in the
edge areas are embedded by k -bit LSB substitution method with a larger value of k than
the pixels located in smooth areas. The range of difference values is adaptively divided
into lower, middle and higher level. The value of k is adaptive and decided by the level
which the difference value belongs to. In order to increase the quality of stego-images, a
readjustment of the pixels values is done when embedding results cause the difference
values to fall into another range. In our paper, the analysis of non-adaptive and adaptive

steganography methods is done by comparing these methods on the basis of mean square
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error (MSE) and peak signal to noise ratio (PSNR). The comparison of these methods has
been done for gray-scale as well as color images. Besides this, the original image is
recovered from the stego-image after the extraction of secret data.

2. Non-Adaptive Edge Based LSB Steganography Method

In this algorithm, cover image is partitioned into non-overlapping blocks of two

consecutive pixels, states p, and p,,,. From each block we can obtain a different value
d; by subtracting p, from p,,,. All possible different values of d; ranges from -255 to

255, then |di| ranges from O to 255. Therefore, the pixel p, and p,,, is located within the

smooth area when the value |di| is smaller and will hide less secret data. Otherwise, it is

located on the edged area and embeds more data. In smooth areas, the data is hidden into
cover image using LSB method, whereas the Pixel Value Differencing (PVD) method is
used in the edge areas. The division between the ‘lower-level i.e. smooth areas’ and
‘higher-level i.e. edge areas’ of the range table is controlled by the users. Anyone who
has extracted the secret data from a stego-image must use the original division. A
division is the key of the extracted secret data. In the lower—level of range table, each
block of two continuous pixels will hide 6-bit secret data (i.e. each pixel hides 3-bit secret
data), otherwise (such as the higher-level of the range table), the bit-number of hidden

data depends on w,. The data embedding algorithm is given as:

Data Embedding Procedure

First, one must assume a division Div of the ‘lower-level’ and ‘higher-level’. For

example, let Div=15, so one can set the ‘lower-level’ to be R, and R,, ‘higher-level’ to be

R, R,,R;and R, . The detailed secret data hiding steps are as follows:

Step 1) Calculate the difference value d,for each block of two consecutive pixels
D;» P+, (for each intensity of RGB image), which is given in Eq. (1)

ey

d, =

Pi = Pin
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Step 2) Find the optimal R, of the d; such thatR, = min(u[ —k), where u;, 2k and

k= |dl. R, D[li,u[] is the optimum R, forall 1<i<n[15].

Step 3) If R, belongs to the lower-level, read six bits from secret data stream, and transf-
-orm the intensity value p,, p,,, into a binary value. Next, we hide 6-bit secret
data into cover image by modifying p, and p,, according to the following
procedure. Make the 6-bit secret data S = m,,m,m,m,,mg,m,[15].

(1) Convert p, to be p, by substituting 3-LSB of p.by m,,m,m, (for each
intensity of RGB image).

(2) Convert p,,, tobe p,, by substituting 3-LSB of p,,, by m,m,,m, (for each
intensity of RGB image).

(3) Calculate the new difference value d , as in Eq.(2):

2)

d; =|p, = pi
(4) If d,> Div (i.e. d, Ohigher-lower), then readjust p, and p,,, considering the
Eq.(3):

(p£—8,p;+1+8), lf p;Zp;H

L 3)
(plj+8,plj+1—8), if Di < Din

(Plja P;+1) =

Step 4) If R, belongs to higher-level [15]:
(1) Compute how many bits ¢ of the secret data, which are hidden in each block
of two consecutive pixels, depend on each w,of the R, is defined
ast = |_10g2 w, J, where w, is the width of the R, .

(2) Read t bits binary secret data one by one according to step (1), and then

transform ¢ into decimal valueb .

(3) Calculate the new difference value d which is given byd, =1 +b.
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(4) Modify the p, and p,,, by the following formula using in Eq.(4):

N
D; > s Pin |2 ] > if p;2pa,&d >d,
| m Lm] ,
o P _5_’pi+l ? ’ if p,<p.&d >d, (4)
(pi’piﬂ): -7
m m ,
P~ E ’pi+l+_3_ > if pinHl&diSdi
_m_ m . '
Pt E’piﬂ_? ’ 4 P < piy&d; sd,

Where m = ‘dl —d,.‘.

After following the above steps the stego image is constructed.

Data Extraction Procedure

The following steps are executed to extract the original data.

Step 1) Partition the stego-image into blocks of consecutive pixels and the partition proc-
-edure is identical with embedding [15].

Step 2) Calculate the difference value d, for each block of two consecutive pixels

(p;., p;.H) of the stego-image (for each intensity of RGB image), which is given in

Eq. (5)
%)

d; =|p; - pi.
Step 3) Find the optimal R, of the d, according to the original range table and judge the
level of optimal R, denoted by the original set Div value [15].
Step 4) Extract the k -LSB of the p,and p,,, of the stego-image directly, because the k -
LSB of the p,and p,,, is represented by the hidden secret data [15].

After following the above steps the secret data is extracted from stego image.

3. Adaptive Edge Based LSB Steganography Method
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The embedding strategy of the adaptive LSB substitution approach is based on the
concept that edge areas can tolerate a larger number of changes than smooth areas [16].
Similar to non-adaptive scheme, pixel-value differencing is used to distinguish between
edge areas and smooth areas. The range [0, 255] of difference values is divided into
different levels, for instance, lower level, middle level, and higher level. For any two
consecutive pixels, both pixels are embedded by the k -bit LSB substitution, but the value
k 1s decided by the level which their difference value belongs to. A higher level will use
a larger value of k. In order to improve the quality of the stego-images, the well-known
LSB substitution method, called the modified LSB substitution method is applied. The
concept of the modified LSB substitution is to increase or decrease the most-significant-
bit (MSB) part by 1 for reducing the square error between the original pixel and the
embedded pixel. In order to extract data exactly, the difference values before and after
embedding must belong to the same level. If the difference value changes into another
level after embedding, a readjusting phase is used to readjust the pixel values. The
embedding and extracting procedures of adaptive approach are described as follows:
Data Embedding Procedure

The difference value d 1is computed for every non-overlapping block with two
consecutive pixels [16]. The way of partitioning the cover image into two-pixel blocks
runs through all of the rows in a raster scan. Prior to the embedding procedure, the range
[0, 255] must be divided into different levels. The first case has one dividing
line D, =15, which divides the range [0, 255] into rangesR, =[015],R, =[16,255]
where the lower level contains R, and the higher level contains R, . The second case has
two dividing linesD,, =15; andD,, =31, which divide range [0, 255] into
ranges R, = [0,15],R2 :[16,31] and R, =[32,255], where R,,R, and R, belongs to the

lower level, middle level, and higher lever, respectively. The width of range R is denoted

as|R|. For example, R1| =16,

R2| =16 and |R3| =224 . The [ —m — hdivision means that
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two-pixel blocks with difference values falling into the lower level, middle level, and
higher level, will be embedded by the [-bit, m-bit and h-bit LSB substitution

approaches, respectively. In addition, to succeed in the readjusting phase, we apply the

restrictions [ < 10g2|R1| and h < 10g2|R2| to the [ —hdivision, and restrictions/ < 10g2|R1

mslog2|R2| and hSlog2|R3| to the [ —m—h division. The algorithm for the data

embedding in adaptive edge based LSB steganography method is explained as below:

Step 1) Calculate the difference value d, for each block with two consecutive pixels (for

each intensity of RGB image), say p; and p,,,, usingd, = |pi —Dinl-
Step 2) From the [—m—hdivision, find out the level to which d; belongs to.
Letk =Il,m, and h, if d belongs to the lower level, middle level, and higher

level, respectively [16].

Step 3) By the & -bit LSB substitution method, embed k secret bits into p, and k secret
bits into p,,, , respectively (for each intensity of RGB image) . Let p,and p,,,
be the embedded results of p, and p,,, , respectively [16].

Step 4) Apply the modified LSB substitution method to p, and p,,, [16].

Step 5) Calculate the new difference value d, by d, = ‘ P, = P |[16].

Step 6) If d,and d,belong to different levels, execute the readjusting phases as follows:
case 6.1 d, Olower-level, d, Olower level. If p, > p.,,, readjust (pl'.,p;.ﬂ) to being
the better choice between (p;., P +2F ) and (p, -2f, p;H) . otherwise,
readjust (p;., p;+1) to be the better choice between (p;., Pini —2") and
(5 +2" ).

case 6.2 d, 00 middle level, d; Olower level. If p, = p.,,, readjust (p;,p;H) to be
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the better choice between (pl + 2k,p;+1)and (p;,p;+1 —Zk) ; otherwise,
readjust (p;, p;+1) to be the better choice between (p;., Pini +2k) and
(o =2%.p1).
case 6.3 d, Omiddle level, d, Ohigher level. If p, = p.,,, readjust (p;,p;+l) to be
the better choice between (p;, P +2F ) and (p, -2f, p;H) ; otherwise,
readjust (p;, p;H) to be the better choice between (p;, Py = 2" ) and
(b +2"pi):
case 6.4 d, 0 higher level, d, O higher level. If p, = p,,, , readjust (p;,p;ﬂ )to be
the better choice between (p;, Py —2" ) and (pl +2", p;H) ; otherwise,
readjust (p;,p;H) to be the better choice between (p;,p;ﬂ +2k) and
(p, 2% p1) -
In Step 6), the better choice, say (xi,xm), means that it satisfies the conditions that
|xi —xi+1|and d; belong to the same level andx, x,, D[O,ZSS], also the value of
(xi - D, )2 + (X;+1 —DPin )2 is smaller.
After following the above steps the stego image is constructed.
Data Extraction Procedure
The stego-image is partitioned into non-overlapping blocks with two consecutive pixels,
and the process of extracting the embedded message is the same as the embedding
process with the same traversing order of blocks. Also, the same [—m—h division,

which is used in the embedding procedure, is used here. For each block, the detailed steps

of data extracting are as follows:

Step 1) Calculate the difference value d, for each block with two consecutive pixels (for

each intensity of RGB image), say p, and p,,,, usingd, = ‘ D= Disi
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Step 2) From the [ —m — h division, find out the level to which d L belongs to Letk =1,m,
and hif belongs to the lower level, middle level, and higher level, respectively.

Step 3) From the k-bit LSB of a pixel, extract k secret bits from p,and k secret bits
from p,,, [16].

After following the above steps the secret data is extracted from stego image.

4. Procedure for Recovery of Original Image from Stego-image

The original image can be recovered from the stego-image by using recovery procedure.
In this paper, we propose the technique to recover original image and hidden message
from stego-image. This procedure is used for colored images. Before the embedding of
the k -bits of the secret data, original k -bits of the pixel values are stored at different
location. The following steps are used to obtain the original image from stego-image:

Step 1) Calculate the difference value d, for each block with two consecutive pixels, say
p; and p,,, (for each intensity of RGB image), using d, = | D~ P;+1|-

Step 2) From the [—m—hdivision, find out the level to which d; belongs to.
Letk =Il,m, andh, if d belongs to the lower level, middle level, and higher
level, respectively.

Step 3) By the k-bit LSB substitution method, embed k original bits into p,and
k original bits into p,,,, respectively. Let p, and p,, be the embedded results
of p, and p,,, ,respectively .

When all p, and p,, pixel values are replaced by p, and p,,,, the original image is

recovered from stego-image.

After following the above steps the cover image is reconstructed from the stego image.

5. Experimental Results

This work is implemented by using MATLAB 7.0. The objective of the work is to

compare the performance of non-adaptive and adaptive methods of steganography. The
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methods have been implemented on set of 7 gray scale images and 7 colored images
given in Fig.l1 and Fig.2 respectively. The performance of the methods have been
evaluated and compared on the basis of two measures and the measures are: Mean Square

Error (MSE) and Peak Signal to Noise Ratio (PSNR) and the equations of these two are:

1 m—1 n—1 ~ \2
MSE = I -1,
man“( ) ©6)
255)°
PSNR = 101og10[(MS11 } (7)

(a) (b) (c) (d)

(e) () (8)
Fig.1 Gray-scale images. (a) Baboon (b) Boat (c) Cameraman (d) Jetplane (e) Peppers
(f) Pirate (g) Tree
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(a) (b) (d)

(e) ® (g

Fig.2 Colored images. (a) Baboon (b) Boat (c) Goldhill (d) House (e) Lenna
(f) Masuda (g) Peppers
These measures are calculated for gray-scale as well as colored images. The following
equations are used to compute them: The table 1 shows the Mean Square Error (MSE)

and Peak Signal to Noise Ratio (PSNR) of gray-scale images for both methods given as:

Table 1 MSE and PSNR for Non-Adaptive & Adaptive method for gray-scale images

Images Non-Adaptive Adaptive
S.No (512 X 512 pixels) (Gray-Scale) (Gray-Scale)
MSE PSNR MSE PSNR

1 | Baboon 4.75 41.39 4.72 4142
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2 | Boat 4.77 41.37 4.73 41.41
3 | Cameraman 4.72 41.42 4.70 41.44
4 | Jetpalne 4.66 41.48 4.63 41.50
5 | Peppers 4.67 41.47 4.66 41.48
6 | Pirate 4.81 41.34 4.81 41.34
7 | Tree 491 41.25 4.89 41.26

Average 4.76 41.38 4.73 41.41

The MSE and PSNR are calculated for more than one image that’s why the average value

of MSE and PSNR is also shown in the table 1. Table 2 shows the MSE and PSNR of

colored images for both methods. The table of the MSE and PSNR for colored images is

given as:

Table 2 MSE and PSNR for Non-Adaptive & Adaptive method for colored images

S.No Images Non-Adaptive Adaptive
(512 X 512 pixels) (Colored) (Colored)
MSE PSNR MSE PSNR
1 | Baboon 4.78 41.33 4.79 41.32
2 | Boat 5.84 40.46 8.27 38.95
3 | Goldhill 5.77 40.52 9.06 38.56
4 | House 4.66 41.45 4.67 41.44
5 | Lenna 4.71 41.39 4.75 41.36
6 | Masuda 4.33 41.76 4.34 41.75
7 | Peppers 4.61 41.49 4.64 41.46
Average 4.95 41.20 5.79 40.69
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Gray-scale Images Colored Images
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Fig. 3(a) Fig. 3(b)

Fig. 3(a) Comparison of MSE of non-adaptive and adaptive method (gray-scale),
Fig. 3(b) Comparison of MSE of non-adaptive and adaptive method (colored)

The comparisons of non-adaptive and adaptive steganography methods on the basis of
MSE for gray-scale as well as colored images are shown in Fig.3 (a) and (b) and for
PSNR comparisons are shown in Fig. 4 (a) and (b) respectively. The MSE in case of
gray-scale image is more and the PSNR is less for non-adaptive steganography method
than adaptive steganography method. The less MSE and more PSNR is the desirable
condition for better performance. The adaptive steganography method satisfies this so,
adaptive method is better choice for gray-scale images. For colored images the MSE is

less and PSNR is more in non-adaptive steganography method than in adaptive
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steganography method. As compared to adaptive method, the performance of non-

adaptive method is better for colored images.

Gray-scale Images Colored Images
41.5 ‘ ‘ ; 42

- -+ -- Non-adaptive _
N — & — Adaptive

[ % ,,
/o 415} B
41.45| 1 il ;o

! /)
ar - .

.
4141 / 1. /
/ 4051 1

40 | | -
41.35| | -

Peak Signal Noise Ratio (PSNR)
Peak Signal Noise Ratio (PSNR)

413 (I C
| 0 ]

—+—— Non-adaptive \
Adaptive o

41.25 ‘ ‘ L 38.5 ‘
0 2 4 6 8 0 2 4 6 8

Image No. Image No.

Fig. 4(a) Fig. 4(b)

Fig. 4(a) Comparison of PSNR of non-adaptive and adaptive method (gray-scale),

Fig. 4(b) Comparison of PSNR of non-adaptive and adaptive method (colored)
5. Conclusions
In this paper, performance of adaptive and non-adaptive methods is analyzed for edge
based LSB steganography. The image quality after data embedding is very important for
better performance of steganography methods. The image quality is evaluated by Mean
Square Error (MSE) and Peak Signal to Noise ratio (PSNR) for non-adaptive and
adaptive methods for gray-scale as well as colored images. The following conclusions

can be made from this analysis:-
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1) For gray-scale images, a trend is observed that PSNR is higher and MSE is less in case

of adaptive method, therefore adaptive method is better for gray-scale images.

2) For colored images, a trend is observed that PSNR is higher and MSE is less in case of

non-adaptive method, therefore non-adaptive is better for colored images.

3) 100% recovery of original image is observed after extraction of secret data.
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